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Trusted Digital Identities – Enabling Digital Government
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The importance of Identity

https://www.id-day.org/



Identity Day – 16 September



South Africa’s Smart ID Card



South Africa’s Smart ID card 

• The South African smart identity 
card – known as a Smart ID 
Card.

• The smart ID card was introduced 
in 2013. 



What is in the card?

• The identity card securely 
stores the biometrics (face 
and fingerprint) information of 
the individual as well as two 
digital certificates.

1x RSA
1x ECC



Vision of the Smart ID Card

Smart ID Card – Enabling the Digital Citizen

Drivers Licenses

Health Services

Banking Services
Law 

Enforcement

Social Services

Voting Education 
Services

Other Services



Trusted Digital Identity Overview



The Identity Shift



Foundational vs Functional ID systems



Foundational Identity

The South African Governments foundational Identity is the Smart ID card 

and is owned by the Department of Home Affairs.



Digital Transformation in Government

• A citizen centric approach to increase constituent engagement

• Internal & external pressure to enhance efficiency, transparency, 
and accessibility of public services and operations

• Myriad of legacy government systems and processes



The Vision: Citizen & Constituent Enablement

Enrollment & 
Onboarding

STRONG, VETTED 
IDENTITY & DOCUMENT 
VERIFICATION

Credential Issuance

STANDARDS-COMPLIANT
PHYSICAL & DIGITAL IDENTITY 
NATIONAL IDENTITY, mDL, 
PUBLIC/PRIVATE

Digital Government 
Service Delivery
SEAMLESS EXPERIENCE 
AUTHENTICATION & VALIDATION, 
FRAUD PREVENTION,
DIGITAL SIGNATURE

Government
Service Portals & 

Mobile Apps





But it’s still a journey

• Citizens • Governments

Citizens are citing long wait times as 

the key challenge to accessing 

government services

Citizens want to interact digitally 

with their government

67%

57%

Gartner’s 2023 CIO and Technology 
Executive Survey showed that 57% of 
government CIOs plan to increase funding 
for application modernization in 2023, up 
from 42% in 2022

Citizen enablement is top of mind:. 33% of 
national Govs. to offer mobile identity 
wallets by 2024

40% of digitally advanced Govts are 
focused on providing integrated services
through a platform.

https://www.gartner.com/en/newsroom/press-releases/2022-10-18-gartner-survey-of-over-2000-cios-reveals-the-need-to-accelerate-time-to-value-from-digital-investments


Secure Citizen Interactions Platform
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Digital Identity Use Cases



Case Study – Uruguay National ID
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Sector IDPs

Orchestration Platform Use

- Existing and expanding - New and ongoing

Our solution leveraged PKI,
Authentication, and Remote Signing
modular components under a
composable web architecture to
enable digital citizen channels.

• Solution 

Uruguay deployed the TuID
system, serving over 1 million
citizens and non-Uruguayans.

• Impact 

Uruguay Gov VOC

On Government Targets

“Continue growing eGovernance in
Uruguay and supporting Government
objectives on citizen
engagement” already enabling over
+1,600 digital services.

On Orchestration Platform

“Their solution building blocks are
dynamic modules used in our Central
Government, Gov Agencies, and in
Private sector technology and use
cases….”



https://youtu.be/i7wHmROiWf0

https://youtu.be/i7wHmROiWf0


UAEPASS overview

• Smart Dubai, in collaboration with the Telecommunications Regulation Authority (TRA), had 
inaugurated UAE PASS, a National Digital Identity and Signature Solution for all citizens, 
residents and visitors of the United Arab Emirates at Gitex 2018.

• Mission to “Deliver world class smart services” and to citizens, residents and visitors 
(G2C), to businesses (G2B), and to other government entities (G2G).

• Streamline the usability, availability and security of government services

• Facilitate an assured single unified digital identity and authentication module

• Improve customer service and satisfaction

• Integrate interoperability of government service delivery

• Implement Digital signatures recognized by the UAE legal system

• Add governance to blockchain services for long term archiving



UAEPASS Main features



UAEPASS Security Assurance



Digital ID for better and cost-effective services
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Citizens

• Choice in credential form factor 
(physical or mobile)

• Real ease-of-use & convenience 

• Real-time responsiveness to 
government interactions in 
their always connected world

• Personal control leading to 
sovereign identity

• Sense of privacy

Governments

• A path to increasing 
dematerialization 

• A platform on which to anchor 
service delivery in citizen 
centricity 

• The means to meaningfully 
engage citizens and other stake-
holders

• Rapidity of service rollout and 
real-time updates

• Reduced cost of Gov’t access 
compared to brick and mortar

Third Parties

• The means to establish greater 
assurance in citizen identity and 
associated privileges/authorizations 

• Provide for richer and more current 
identity and attribute data



You Don’t Leave Home 
Without It !

Nearly ubiquitous mobile data and Wi-Fi coverage

Low cost for issuance/service

Improved user experience

Security improves constantly

Large app ecosystem

Non-repudiation reduces fraud

THE TRANSITION TO 
MOBILE



Secure Citizen Interactions Platform

• BENEFITS:

Improved citizen / 
constituent experience 

and engagement

Better service 
delivery

Enhanced 
Identity 

Protection

Strengthened 
Infrastructure

Improved cyber 
risk posture













IDV





Digital ID use cases



Digital ID use cases



What is needed to help accelerate your digital journey?

SECURE DIGITAL GOVERNMENT SERVICES

STRONG IDENTITIES

PROTECTED DATA



Questions


